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[] 1. Selecting the signature and encryption certificates

How to sign and encrypt an email message with:

S 1 Outlook 2010

in Outlook 2003

To digitally sign and encrypt an email message you need to select the digital
certificates to be used and the corresponding private key. These may reside in
the computer hard disk, on a cryptographic card or on other supports. If the
certificates are on a cryptographic card it must be inserted into the card reader

before opening Outlook 2003 email client.

1
o;

First, select the certificates with which you wish to sign and encrypt.

Go to “Tools” — “Options” — “Security” tab. In the Encrypted E-Mail section,
press the Settings button to select the signing and encryption certificates.

2

Preferences | Mai Setup | Mail Format | Speling | Security | Jther | Delegates |

Encrypted e-mail

Security Zones

Download Pictures

Digital IDs (Certificates)

[CJEncrypt contents and attachments For outgoing messages

[] add digital signature to outgoing messages

[V]5end clear text signed message when sending signed messages
[CIRequest S/MIME receipt For all S/MIME signed messages

Default Setting: | my SmIvE Setting S {_ | Settings. .. )
T ———

Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Zone: @ Restricted sites v | [ zone settings... ]

[ Change Automatic Download Settings... ]

Digital 1Ds or Certificates are documents that allow you to prove your
identity in electronic transactions.

[ Publish to GAL... ] I Import/Export... I [GetaDigitd 1D... ]

Lok J[ concel J[ et |

ThunderBird 15.0 @ Windows Live Mail 2011 /Jp

Ay

Click on the “Choose” button, located to the right of “Signing Certificate” in the
“Change Security Settings” window that appears.

Change Security Settings El
Security Setting Preferences
Security Settings Name:
Yy i Settings [ v
Cryptography Format: | S{MIME v

Default Security Setting For this cryptographic message format
Default Security Setting For all cryptographic messages

[Security Labels... ] [ New I [ Delete ]

Certificates and Algorithms
Signing Certificate: PISR-1 Choose... |}
Hash Algorithm: 'SHAL v|
encpton cotcats (7 N ( e |
Encryption Algorithm: ;3055 v.

[¥] 5end these certificates with signed messages

Lok J[ concel |

Select the signing certificate.

Select Certificate @El

Select the certificate you want to use,

| Issued to Issued by Intended P... Friendly na... Expiration ...
| B CPISR-1 ... EC-SAFP Smart Card... None 10f10f2016

|< >

| ok || cancel || viewcertificate
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Next, click on the “Choose” button, located to the right of “Encryption Certifi-

cate”, to select the encryption certificate.

Change Security Settings

Security Setting Preferences
Security Settings Name:

|y spuve settings [

Cryptography Format: |S,1'M!ME

Default Security Setting For this cryptographic message Format
Default Security Setting for all cryptographic messages

Outlook 2010

3

L€

send these certificates with signed messages

[Security Labels. .. l I New l [ Delete ]
Certificates and Algorithms
signing Certficate: |1+ | | Choose...
Hash Algorithm: '5HAL v
pr~ e
Encryption Certificate: | ' Choose... |]
R
Encryption Algorithm: |3r;.55 v

[ ok [ cancel

i
05

ThunderBird 15.0 @

Windows Live Mail 2011

Select the encryption certificate.

Select Certificate

Select the certificate you want to use.

PIX

Issued by
EC-SAFP

Issued to

E=2 Cpx-1

Intended P...  Friendly na... Expiration...-
Secure Ema... (CPX-1

10/10/2016

>

[ ox

H Cancel Jl Vievs Certificate J

Aay

Ay
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[] 2. Signing an email message in Outlook 2003 In order to see the signature information when opening a digitally signed mes-

. . . , , sage, click on the signature icon that is circled in the following image.
To sign an email message, go to the New Mail window and click on the icon 9 g g g

that is circled in the following image. If the button is enabled, the message will B prova - Message (HTML) Q@lg|
be digitally signed.

: fle Edt View Insert Format Tools  Actions Help

- i LReply | CAReplyto Al | 3 Forward | W= AN AR AR R AN _
£® Untitled Message CExR * = B2 » = N 5585 X A _)

! Fle Edt View Insert Format Tools Table Window  Help Type a question for help [5G From: _ Sent: Tue 1/8/2013 10:50 PM
Picigend |  ~ |1 &8 ¥ B | ¥ [ ) options... ~|HTML @_1 2
U To... Subject: Prova
. —— ®
Subject:
A G o LA B L U |E = == EE
Jio -] | g
The signature information will appear.
Note: Every time we want to sign using a certificate stored on a cryptographic Digital Signature: Valid @

card, the card must be inserted into the reader before opening Outlook 2003. Subject: Prova

From:
Signed By:
Q The digital signature on this message is Valid and Trusted.

For mare information about the certificate used to digitally sign

the message, click Details.
— i ——
(| petais... [}
o ——

[]warn me about errors in digitally signed e-mail before message opens.

Close

To view the certificate, click on the “Details” button.
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] 3. Encrypting an email message in Outlook 2003 To encrypt an email, go to the “New Message” window and click on the icon
that is circled in the following image.

To encrypt an email, we must have:

¢ A digital encryption certificate and the corresponding private key, which we have E® Untitled Message L |®
selected in Outlook 2003 email client using the procedure described in the first ! Fle Edt View Insert Formak Tooks Table Window Help Type a question for help [+ ¢
section. iizisend | § - |8 |3 ! § | ¥ [[S])options... - |HM - 3484

¢ The email recipient’s encryption certificate. Wo... Sk

The following message will appear if we try to send an encrypted email without
having the recipient’s certificate. Subject: |

o] b [ [ris U B R ) i
Encryption Problems @ [ : J =]
L

Microsoft Office Outlook had problems encrypting this message because
! the Following recipients had missing or invalid certificates, or conflicking
or unsupported encryption capabilities:

-
=
ey
=
M
I
i
1
11
i
"0
L.

In order to view the encryption information when opening an encrypted mes-
sage, click on the icon that is circled in the following image.

Continue will encrypt and send the message but the listed recipients
may nok be able to read it.
B Re: Prova - Message (HTML)

‘ Fle Edt View Inset Fomat Tooks Acions Help

; gReply | BReplytos] | pFoward | 4 | Al e (S X|e-v-4 0l

From: _ Sent: Tue 1/8/2013 11:46 PM
One of the most usual ways of obtaining the recipient’s digital encryption cer- 1o

tificate is by asking them to send us a digitally signed email, and adding it to _f:rbm Dot Prova @
our Outlook 2003 Contacts when it arrives. . ‘
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The encryption information will appear.

Outlook 2010 0_\,-1 ThunderBird 15.0 @ Windows Live Mail 2011 /Jp
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Message Security Properties @

E Subject: Re: Prova

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures,
Security Layers

f.;'m_lesl: a Iayer below to view its descr!gtion.

Subject: Re: Prova
+' Encryption Layer

Description:
|OK: Encrypted message.

Click any of the following buttons to view more information about or make
changes to the selected layer:

Eait Trust... View Details... Trust Certificate A ukhority. ..

["1warn me about errors in digitally signed e-mail.

To see the encryption certificate, click on the “Details” button.
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in Outlook 2010

To digitally sign and encrypt an email message you need to select the digital
certificates to be used and the corresponding private key. These may reside in
the computer hard disk, on a cryptographic card or on other supports. If the
certificates are on a cryptographic card it must be inserted into the card reader

before opening Outlook 2010 email client.
First, select the certificates with which you wish to sign and encrypt.

Go to “File” and click on “Options”.

.

ol 9| = Qutlook Today - Microsoft Outlook

m Home Send / Receive Folder View

]
i

Account Information

=1
b
Info < 2 Microsoft Exchange
dp Add Account
Open
Print Account Settings

&‘;“ Modify settings for this account, and
Help B configure additional connections.
Access this account on the web,

Account
= T
=4

3 Exit

~
25

[] 1. Selecting the signature and encryption certificates

| ==
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Select “Trust Center” from the menu on the left and click on the “Trust Center
Settings” button.

Outiook Options
General
Mau
Calendar
Contacts
Taska
MNotes and Journal
Search
Maobile
Language
Advanced
Customize Ribbon

Quicke Access Toolbar

@ Help keep your documents safe and your computer secure and healthy.

Protecting your privacy
Micrasoft cares abeout your privacy. For more information about how Microsoft Outiook helps Lo protect your prvacy, please see
the privacy statements.
Show the Microjolt Quttook privacy statement
Office.com prvncy statement
Customer £ Program

Security & more
Leam moee about protecting your privagy and sequrtty from Office.com.
Mixrosoit Outiock Trust Center

The Trust Centes containg Secunty and peivacy settings. These settings heip keep your computer
secure. We recommend that you do not change these settings.

Next, select the “Email Security” option from the left-hand menu and click on
the “Settings” button.

-

Trust Center

Trusted Publishers

DEP Settings

|| E-mail Security

Automatic Download

Encrypted e-mail

[7] add digital signature to outgoing messages
[#] send clear text signed message when sending signed messages
{ [7] Request S/MIME receipt for all S/MIME signed messages

Default Setting: | Mi configuracion svive |GG nm’

Hﬁ [7] Encrypt contents and attachments for outgoing messages
)

7
ot
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In the “Change Security Settings” window that appears, click on the “Choose”

button, located to the right of “Signing Certificate”.

Change Security Settings @
Security Setting Preferences
Security Settings Name:
ado I -

Cryptography Format: | S/MIME
V| Default Security Setting for this cryptographic message format
V| Default Security Setting for all cryptographic messages

( securityLabels... | [ New | [ Delete | | Password..
Certificates and Algorithms
Signing Certificate: ceisk- "
Hash Algorithm: |sHAL v —
Encryption Certificate: CP-\"I_
Encryption Algorithm: | AES (256-bit) v

[V]send these certificates with signed messages

Select the signing certificate.

[ Windows Security =

Select a Certificate

g CPsR-1 I
| Issuer: EC-SAFP
Valid From: 10/10/2012 to 10/10/2016

lick h i ifi

i OK ] ’ Cancel

ThunderBird 15.0 @

Next, click on the “Choose” button, located to the right of “Encryption Certifi-

cate”, to select the encryption certificate.

Change Security Settings
Security Setting Preferences
Security Settings Name:
configuracion S/MIME | -

Cryptography Format: | S/MIME
[¥] Default Security Setting for this cryptographic message format
[¥] Default Security Setting for all cryptographic messages

searitylabels... | [ New | [ Delete | | Password...
Certificates and Algorithms
signing Certificate:  |cr1s- |
Hash Algorithm: [SHAJ. ]

cxon vt (5 I (e

Encryption Algorithm: | AES (256-bit) v

[¥] send these certificates with signed messages

Select the encryption certificate.

Windows Live Mail 2011

[ Windows Security

Select a Certificate

=g crx-1 I
| Issuer: EC-SAFP
Valid From: 10/10/2012 to 10/10/2016

Click here to view certificate prope...

[ ok ][ cencel

10
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[J 2. Signing an email message in Outlook 2010

To sign an email message, go to the New Mail window, select the “Options”
tab and click on the icon that is circled in the following image. If the button is
enabled, the message will be digitally signed.

£ H ooa 9|z Untitled - Message (HTML)
r File. Message Insert Fo!mat Text Review
| B cotors - o R T T 1 Ll -
g [ = a o R I R
Aall Bl rorts - =P =] @ Sencypt | fxj [ RequestaDelivery Receipt
Themes — Page Bee  From | Permissiq Use Voting [T] Request a Read Receipt
v §:|Effem ™ Cole = Buttons~
Themes Show Fields Permission Tracking
To.. |
=] Een
Sen
Subject:

In order to see the signature information when opening a digitally signed mes-
sage, click on the signature icon, which is circled in the following image.

Prova - Message (HTML)

4 ) & ¥ |7 o B =8
File. Message & 9
A% pove to: T 3 S Rutes = [ Mark Unread W Find )
k. Ignare x ) v 3 % Meeting | -3 Moveto: 33 [ Rule 3 Mark Unrea aﬁ A Fin 2
¢ = (5 To Manager —= H|onetote | B Categorize 3 Related =
8 . Delete  Reply Reply Forwsrd B, pore = Mave Translate Zoom
dip Junk LB 2 More 33 Team E-mail - () Adions* | ¥ Follow Up = - W Select -
elate | Respond Quick Steps s | Move | Tags 5 Editing | Zoom
From: Sent: miércoles 09/01/2013 7:50
To:
e
Subject: Prova
sorety [

. m@

ThunderBird 15.0 @ Windows Live Mail 2011 /Jp
My

The signature information will appear.

-

Digital Signature: Valid

Subject: Prova
From:

R The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally sign

the message, dick Details.

[ ]warn me about errors in digitally signed e-mail before message opens.

Close

To view the certificate, click on the “Details” button.

11
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] 3. Encrypting an email message in Outlook
2010

To encrypt an email, we must have:

¢ A digital encryption certificate and the corresponding private key, which we have
selected in Outlook 2010 email client using the procedure described in the first
section.

¢ The email recipient’s encryption certificate.

The following message will appear if we try to send an encrypted email without
having the recipient’s encryption certificate.

| Encryption Problems ™
 Microsoft Outlook had problems encrypting this message because the
y h following recipients had missing or invalid certificates, or conflicting or
unsupported encryption capabilities:

Continue will encrypt and send the message but the listed recipients
may not be able to read it.

Send Unencrypted Continue

ThunderBird 15.0 @ Windows Live Mail 2011 /Jp
My

One of the most usual ways of obtaining the recipient’s digital encryption cer-
tificate is by asking them to send us a digitally signed email, and adding it to
our Outlook 2010 Contacts when it arrives.

To encrypt an email, go to the New Message window, select the “Options” tab
and click on the icon that is circled in the following image.

.

BIHI ¢ a 9 |s Untitled - Message (HTML)

File. Message Insert Format Text Review

Colors = i 8 8 A n o ) )
Aal B TR = = - ;fi" [C] Request a Delivery Receipt
@Fonrs = Eq RO L
Themes Page Bee  From | Permission g3 si Use Veoting [
2 Emm - : 4 Sign o || Request a Read Receipt
Themes Show Fields Permission Tracking
T0... |
=1 P
Send
Subject:

In order to view the encryption information when opening an encrypted mes-
sage, click on the icon that is circled in the following image.

Sl 0 e ®|s Re: Prova - Message (HTML) a B B
File | Message - @
A .7 ty Rules = Mark o AF {
% Ignore x \ \ _4 B Meeting |3 Move to: 1% [E) Rules 3 Mark Unread d&) a8 Find _\:
- " 3 To Manager 1 N onetote B3 Categorize ~ Dy, Related =
» Delete  Reply Reply Forward B - Maove Translate Zoom
& Junk v ,:.\||’ y Mate 34 Team E-madl = - 2] Adions - | ¥ Follow Up ~ - W Select -
Delete Respond Quick Steps . Move Tags Editing Zoom

From: Sent  migrcoles 09,/0L/2013 845
Cc
Subject: Re: Prova @

-

12
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The encryption information will appear.

E&ﬁm Re: Prova

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers

Selecta below to view its description.

Description:
OK: Enaypted message.

Click any of the following buttons to view more information about or make
changes to the selected layer:

[ EdtTrust.. || viewDetais... || Trustcertificate Authority... |

[]warn me about errors in digitally signed e-mail.

To see the encryption certificate, click on the
“View Certificate Details” button.
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[] 1. Selecting the signature and encryption certificates Next, select the “Security” option from the menu on the left, and click on the
in ThunderBird 15.0 “Select” button in the digital signing section.
To digitally sign and encrypt an email message you need to select the digital Account Settings e
certificates to be used and the corresponding private key. These may reside in N ] Security
i i S Sett
the .c.omputer hard dlSk’ ona prtogrgphlc card .OI’ on Ot,her SquortS' If the c::a:&;:z:r, To send and receive signed or encrypted messages, you should specify both a digital signing
certificates are on a cryptographic card it must be inserted into the card reader Composiion & Addressing [[ECTostE oad st scmtion etarcate
before opening ThunderBird email client. Junk Settings Digital Signing o
Disk Space Use this certificate to digitally sign messages you send:
First, select the certificates with which you wish to sign and encrypt. Return Receipts catcer:cPise-1 @ Clear |
Go to “Tools” -> “Account SettingS”. 4 Corgiis Tocalés | Digitally sign messages (by default)
File Edit Vi Go M 8 [ el I .
o Ll _emg e Select the signing certificate.
! Carpetas locales Address Book Ctrl+Shift+B X
= - 'Select Certificate =
Saved Files Ctrl+)
o il - - = m
& GetMail ~ # wiite B¢ e i Filter T B CATCert:CPISR-1 &
lg_«,,_ ﬁ Test Pilot » Details of selected certificate:
% Inbox (24) . irpeta Issued to: CN=CPISR-1 Z
L:‘ Activity Ma“age' P U=Vegeu https://www.catcert.cat/verCPISR-1 (¢)03,0U="5erveis Publics de
= Trash Chat stat » Certificacio CPISR-1.O= Autoritat Catalana de Proteccic de Dades C=ES
a Carpetas locales | Sethlt SLARUS Serial Number| =
! Join Chat... ——— Valid from 10/10/2012 16:26:40 to 10/10/2016 16:26:40

.lq Trash Certificate Key Usage: Signing Non-repudiation
: Email:“
LL Qutbox Message Filters...

Issued by: CN=EC-SAFP,0U=5ecretaria d'Administracio i Funcio Publica,0U="Vegeu https:/fwww.catcert.net
Run Filters on Folder nt {verC;C—Z _(c}lﬂ3",0l:l:§ervleis Pu.blifs dle“Cen?'rfilc_an_c_ic_E(_IfJ_—z,L= Passat_g_e de la Concepcio 11 08008 —

Run Filters on Message [ OK J [ Cancel

Run Junk Mail Controls on Folder

Delete Mail Marked as Junk in Folder

Import...
Error Console Ctrl+Shift+)
Clear Recent History...

Account Settings...

Options...
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Next, click on the “Select” button in the encryption section.

Account Settings ~
‘—— .
Server Settings
Copies & Folders To send and receive signed or encrypted messages, you should specify both a digital signing
ifi i ificate.
Composition & Addressing cel_‘t _I“tf ufd An encoyption/certificate
Junk Settings D'Q"t‘:r:_SIQ"":fg — )
Disk Space Use this certificate to digitally sign messages you send:
Retur Receipts CaTCertcoise-1 I [Seectn ) [ Qear )

| Digitally sign messages (by default)
4 Carpetas locales

Junk Settings Encryption
Disk Space Use this certificate to encrypt & decrypt messages sent to you:

Outgoing Server (SMTP) catcer:cox-1 I (L seeet- |)
R

Default encryption setting when sending messages:

Select the encryption certificate.

Select Certificate m

Cettificate: |[TRIT NSl v

Details of selected certificate:

Issued to: CN=CPX-1 -
U=Vegeu https://www.catcert.cat/ver -1 (c)03,0U=Serveis Publics de
Certificacio CPX-1,0=Autoritat Catalana de Proteccio de Dades, C=ES

Serial Number:

Valid from 10/10/2012 16:26:40 to 10/10/2016 16:26:40

Certificate Key Usage: Key Encipherment

Email:
Issued by: CN=EC-5AFP,OU="Secretaria d'Administracio i Funcio Publica,OU="Vegeu
https://www.catcert.net/verCIC-2 (c)03",0U=Serveis Publics de Certificacio ECV-2,L=Passatge de la =

m

oK ] [ Cancel
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[J 2. Signing an email message in ThunderBird 15.0

To sign an email message, go to the “Write” window, click on “Security” and
open the dropdown menu, then select “Digitally Sign this Message”.

i

Write: (no subject)
File Edit View [nsert Format Optio

ns Tools Help
B8 send | « Speling - B Attach Eme -

From: francesc <francesc.pare Dot

Body Text * Variable Width

~ A A|AAA|E

i
[l
+*
"

In order to see the signature information when opening a digitally signed mes-
sage click on the signature icon, which is circled in the following image.

File Edit View Go Message Tools !‘.‘HP

][] ]
(%) Inbox i~ Prova - Inbex x -
& GetMail » #wite WIChat R AddressBook | W Tag~ @ Quick Filter | Search.. <Ceri+Ks Pl =
_ 4 Reply| = Forward (@ Archive @ Junk & Delete
‘ubject Prova P9/01/2013 749
- I

Other Actions -

The signature information will appear.

-

. Message Security

Message Is Signed

This message includes a valid digital signature. The message has not been altered
since it was sent.

signedby: - ceisk-1

Email address:

: : cat Certificate issued by: EC-SAFP
- Te: | | 8 | ¥ Digitally Sign This Message View Signature Certificate I
View Secu ri‘!y[.nfo
Message Not Encrypted
This message was not encrypted before it was sent. Information sent over the Internet
Subject:

without encryption can be seen by other people while in transit.

To view the certificate, click on the “View Certificates” button.

17
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3. Encrypting an email message in
ThunderBird 15.0

To encrypt an email, we must have:

¢ A digital encryption certificate and the corresponding private key, which we have
selected in ThunderBird 15.0 email client using the procedure described in the first
section.

¢ The email recipient’s encryption certificate.

An error message will appear if we try to send an encrypted email without hav-
ing the recipient’s certificate. One of the most usual ways of obtaining the re-
cipient’s digital encryption certificate is by asking them to send us a digitally
signed email.

To encrypt an email, go to the Write window, click on “Security” and open the
dropdown menu, then select “Encrypt this Message”, circled in the following
image.

p
" Write: (no subject)
File Edit View Insett Format Options Tool

§8 send l ¥ Spelling ~ 0 Attach t Save"_
rrom: I /
= T || 8 | Digitally Sign This Message
View Security Info
Subject: [
Body Text ¥ | | Variable Width - .,‘ AA(A AAli=IZE

Windows Live Mail 2011/ J,
15.0 ug

In order to view the encryption information when opening an encrypted mes-
sage, click on the icon that is circled in the following image.

Message Has No Digital Signature

This message does not include the sender's digital signature. The absence of a digital
signature means that the message could have been sent by someone pretending to
have this email address. It is also possible that the message has been altered while in
transit over the network. However, it is unlikely that either event has occurred.

Message Is Encrypted
This message was encrypted before it was sent to you. Encryption makes it very
difficult for other people to view information while it is traveling over the network.

Fle Edit View Go Message Took Help o s
L Inbox =< Re: Prova - Inbox x -
& GetMail ~ o Write WChat M AddressBook | W Tag~ @ QuickFilter | Search.. <Ctri+k> P =
oo | 4 Reply| =» Forward [ Archive @ Junk (8 Delete
Subject Re: Prova m1m13 8:46
ro I
Other Actions ~
The encryption information will appear.
- —
Message Security 3

18
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[] 1. Selecting the signature and encryption certificates Next, choose the “Security” tab and click on the “Select” button in the “Signing
in Windows Live Mail Certificate” section.
To digitally sign and encrypt an email message you need to select the digital I Bl 0202020 e

certificates to be used and the corresponding private key. These may reside in
the computer hard disk, on a cryptographic card or on other supports. If the

certificates are on a cryptographic card it must be inserted into the card reader g cuticate

before opening Windows Live Mail email client. ot hds g g

First, select the certificates with which you wish to sign and encrypt. e

Go to “Accounts” and click on the “Settings” icon.

| General | Servers | Securty | Advanced |

Encrypting preferences

ol Y 9 i - _ - A Select the encryption cedificate and algonthm. These are
:1 I IEF L 4m % ¥ [ Bandeja de entrada - Windows Live Mail included with your digitally signed messages so others can send

: encrypted mail to you with these settings.
| =R Home Folders View

Ceniczte: o1

@ \j @ Agoithm:  [3DES v

Email Newsgroup XProperties

New Account

Lok J[ cConcs |[ ey |

Select the signing certificate.

Windows Security )

Select Default Account Digital ID

g CPISR-1 I
| Issuer: EC-SAFP
Valid From: 10/10/2012 to 10/10/2016

Click here to view certificate prope...

[ OK J[ Cancel ]
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Next, click on the “Select” button in the “Encryption Preferences” section to

choose the encryption certificate.

ThunderBird 15.0 @

{7

| General | Servers | Securty | Advanced |

Signing certificate
Select the signing certificate below. This will determine the digital
ID used when signing messages with this account.

Encrypting preferences
Select the encryption certfficate and algonthm. These are
included with your digitally signed messages so others can send
encrypted mail to you with these settings.

Agorthm: [3DES -

Cetficate:  CPISR-1

Select the encryption certificate.

Windows Ny

Live Mail 2011 l.U

-
Windows Security
Select Default Account Digital ID

=
| 4 Issuer: EC-SAFP
| Valid From: 10/10,/2012 to 10/10/2016
| i i ifi o

lick h Vi

[ ok

I [ Cancel

Cotbcate:  Cox I (| seect.. )

21
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[J 2. Signing an email message in Windows Live Mail

To sign an email message, go to the “Write” window, select the “Options” tab
and click on the icon that is circled in the following image. If the icon is ena-
bled, the message will be digitally signed.

P == |
Q v.
A
Send Subject Prova Show Cec & Bee
In order to see the signature information when opening a digitally signed mes-
sage click on the signature icon, which is circled in the following image.
TR R o e === <)
E Message L
& | . : (12 copy
\ ?'( @ P ) | & Ue o " & ) Find text 4 @
Junk Delete Reply Reply Forward Instant Addto Move Copy Flag Watch o Previous MNext
- al - message | calendar to to i% Encoding
Delete Respond Actions Mavigate
Prova
- I

igitally signed and verified

—

ThunderBird 15.0 @

Information about the signature appears when clicking on the “Security” tab.

p —

Prova ==
[ Genera | Deil Secuty )
Digital Signature
Digitally signed by:  francesc pares@gencat cat
Contents not altered: Yes
Signature trusted: Yes
Secure retum receipt requested: No
Digital ID revocation checked: Yes
Revocation status: TePEEILIETIE Tl . |

Security label: -~
Encryption

Encrypted contents and attachments: No

Encrypted using: n/a

ok J[ camcel |

To view the signing certificate, click on the “View Certificates” button.
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How to sign and encrypt an email message with:
Outlook 2010 ) | ThunderBird 15.0 @ Windows l'U

Outlook 2003 Ny = . )
) e Live Mail 2011 | /37
] 3. Encrypting an email message in Windows To encrypt an email, go to the Write window, select the “Options” tab and click
Live Mail on the icon that is circled in the following image.
To encrypt an email, we must have: OId o 61 4 =lren = e |
Message Insert L7
¢ A digital encryption certificate and the corresponding private key, which we have S T——
selected in Windows Live Mail 2011 email client using the procedure described in ok . I‘ﬁmf‘ofng
the first section. o
¢ The email recipient’s encryption certificate. T — a
The following message will appear if we try to send an encrypted email without Bl subiec (o ] Show Ce & Bee

having the recipient’s encryption certificate.

' Windows Live Mail In order to view the encryption information when opening an encrypted mes-

sage, click on the icon that is circled in the following image.
¢ Windows Live Mail was unable to locate the " =
_!—Bi digital IDs of the following recipients: Re: Prova
T (o oo >
Digtal Signature
Digtally signed by: |/
Contents not altered: n/a
Signature trusted: nfa
Y Secure retum receipt requested: n/a
'ou can choose to send this message without N ) )
encrypting ., or you can cancel sending this message. Digital ID revocation checked: n/a
Revocation status: |
[ DontEncopt | [ Cancel | -
Security label: -
One of the most usual ways of obtaining the recipient’s digital encryption cer- | 2 |
. . ) o ) . ) ) Encrypted contents and attachments: Yes
tificate is by asking them to send us a digitally signed email, and adding it to e e -
our Windows Live Mail 2011 Contacts when it arrives.
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To see the certificate used to encrypt the message, click on the
“View Certificates” button.

Windows
Live Mail 2011
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